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How can we discover anomalous behaviors hidden
in very large categorical data? Most of the existing
anomaly detection methods identify records with rare
values or patterns; however, such approaches would
have difficulties with datasets containing several at-
tributes with tens of thousands of categorical values,
because the number of rare values becomes huge in
such datasets. Therefore we need some additional
viewpoints on the definition of anomalies other than
rarity. In this work, we propose a new anomaly detec-
tion method for large-scale categorical data that can
detect a group of records or values that collectively
exhibit anomalous behaviors, i.e, anomalous cluster.
Moreover, we develop a new algorithm to create more
than thousands of candidate clusters of anomalous
clusters. We report the results of empirical studies on
real-world IDS logs, showing the effectiveness of our
method.
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Algorithm 2: split

Input: D ={r,..
OO0 ry =gty -5 Vn), Vsi € dom(f;)
Output: C={C,...,C,}, 0000 €T, 000 L
1 (C,CT, L) « initialize(D) ; >C0O 100000000
2 for iter « 1 to maxiter do
3 Co <« C,CTy «— CT,Ly « L;
S>O000000od
4 | G {{nh....{rvl}s >00000000
5 (C,CT, L) « split (D,C,CT,L,G, e);
S>O00oooood

., TN}, €1, &, maxiter

6 | G—C; >0000000000
7 | (C,CT,L) « initialize(D); >CO 1000000
oo

8 (C,CT, L) «split (D,C,CT,L,G, );
9 if L > L, then

10 C « Cy,CT « CTy,L « Ly;
11 break;

12 end

13 end

14 return C,CT, L;
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