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One of the most important problems in the security of
DaaS (Database-as-a-Service) is that files stored in a
database are illegally accessed by the database
administrator and unauthorized people who do not have
any permission to access the contents of the database. The
effective way to protect data stored in a database is to
encrypt it. Therefore, efficient search methods on
encrypted data have been studied. In this paper, we focus
on XML, and propose a method which searches for
subtrees matching a given XPath on encrypted XML
documents. Since the existing search methods make use
of the structure of XML documents, an administrator can
know the structure. However, the proposed method
encrypts not only contents of XML documents but also the
structure. Hence, an administrator can know neither the
contents nor the structure of XML documents. We discuss
security on the proposed method, and also evaluate the
performance by some experiments.
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Fig.6 Proposed Method
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Fig.7 Configuration of Encrypted XML Document
Search System
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Fig.10 Verifying the Positional Relationship with XPath
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Table 2 XPath to Search

Query [XPath
[0 /site/regions/europe/item/description
02 /site/people/person[name][emailaddress][phone]

3 //closed_auction/annotation[author][description][happiness]
04 //description/text

BART—4 R—XF2/EE Vol. 11, No.2
201248 10H



— %5 3

DBSJ Journal, Vol.11, No.2
October 2012

% 8 Brinkman[2]LIREFE AR T 5 XPath D LB

Table 3 Comparison of XPath Supported by Brinkman
et al.’s Method [2] and the Proposed Method
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Table 4 Test Results for Search Times

Brinkman Proposed (ms)
Query Matches
(ms) Client RDB Server Total
0l 17,245 98,259 12,925 111,184 6,000
02 90,735 47,328 7,258 54,586 12,679
03 439,615 84,758 14,352 99,110 9,750
04 431,247 328,894 41,754 370,648 31,368
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