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Recently, Database-As-a-Service (DAS) has attracted
considerable attention. Users require protecting sensitive
data from the DAS administrators. We propose a secure
query execution model for such an environment. Our
approach is to represent all schemes of each tuple in a
plaintext table as one Bloom filter index, and to replace
queries with keyword searches of the Bloom filter index.
Although this approach ensures confidence, there remains
a problem about the performance of query processing.

In this paper, we define an attack model which guesses
a schema of the original table by analyzing the bit
patterns of the bloomfilter index, and we apply the models
to artificial data and real data. From the experiences, this
paper discusses a perturbation model for bloomfilter index
which adds noise bits to the original index.
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Fig. 1. A translated table s_schedules, and query by
using our proposed method.
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Fig.2 Process Flow for Privacy Preserving Query
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