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Realization of Active Authentication for
Smart Phone by Using Online Learning
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In recent years, the damage of data leakage and illegal
access by theft and loss of smartphones is increasing. To
prevent this problem, active authentication system has
been developed. Active authentication is the teqnique of
continuously verifying the identity of a person based on
behavioral features. Related works use classifier by
batch learning. However, in the case of batch learning, it
is difficult to respond to changes of behavioral features
because of difference between postures and styles of
holding. In this study, we consider three goals: 1)
robustness to sholder attacks, 2) early detecting of illegal
access, 3) robustness to changes of behavioral features.
As a result of the evaluation experiment of 20 people, we
achieved EER of 1.8% at the authentication interval
every 19 strokes.
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. BN | Bk B F—H R (Rbu—7sE)
FiL4 PaE -t . e
M | B®RE | =T | EY D 1 5 9 13 17
@ RE-ST - y y y Dﬁf,rma,_a 0.202 | 0.107 | 0.071 | 0.059 | 0.065
& (baseline) H 0.203 | 0.111 | 0.083 | 0.063 | 0.053
normal_b . . . . .
D™ 0.179 | 0.082 |0.072 | 0.071 | 0.063
() | RF-ST_TRJ | RF O X X normaLe
normalb| 0-183 [ 0.092 | 0.083 | 0.070 | 0.065
D™ 0.200 | 0.088 | 0.069 | 0.055 | 0.060
() | RE_WIN-ST | RF X O X normaLe
D} maip| 0205 |0.103 |0.082 |0.069 | 0.052
u;
@ RE_WINST | oo - - y D, naia| 0181 | 0074 |0.063 |0.054 | 0.060
-TRJ D™ 0.188 | 0.091 |0.085 | 0.073 | 0.080
normal_b . . . . .
D% 0.221 | 0.128 |0.107 | 0.099 | 0.081
(e) RF_UP-ST | RF X X A ;fte”’al'“
Dy ierpary 0207 | 0122 |0.087 |0.101 | 0.094
u;
o REUPST_ | g 5 y N intervalq 0-192 | 0.111 | 0.068 | 0.089 | 0.061
TRJ DY 0.186 | 0.103 | 0.096 | 0.097 | 0.107
interval_p “- . . . .
u;
© RF_UPST | oo y - N D ervarq 0215 | 0117 | 0110 |0.105 | 0.100
g WIN b 0.196 | 0.092 |0.089 | 0.083 | 0.084
interval_p “- . . . .
u;
® RF_UPST_ | oy - - . intervald 0-189 | 0.087 | 0.080 | 0.067 | 0.076
TRJ_WIN D 0.183 | 0.097 |0.100 | 0.108 | 0.093
interval_b “- : : : .
D™ 0.294 | 0.193 |0.163 | 0.146 | 0.141
@ | AR-sT AROW | x x x normat.e
normalb| 0279 [ 0.178 | 0.135 | 0.120 | 0.105
D 0.245 | 0.135 |0.098 | 0.092 | 0.083
@ | AR-ST_TRJ | AROW | O X X normaLe
normalb| 0242 [ 0.141 [ 0.109 | 0.099 | 0.098
) 0294 |0180 |0.152 |0.143 | 0.136
AR_WIN-S normal_a . . . . .
@ T AROW 8 © 8 D™ 0.279 | 0.159 | 0.120 | 0.103 | 0.091
normal_b . . . . .
D™ 0.245 | 0.118 | 0.090 | 0.079 | 0.071
AR_WIN-S normal_a
O |1 Trs AROW | O © . u 0242 |0126 |0101 | 0.093 | 0.090
normal_b . . . . .
D™ 0.209 | 0.126 | 0.108 | 0.105 | 0.094
(m) |AR_UPST |AROW | X e normale
normalp| 0200 [ 0.118 | 0.090 | 0.079 | 0.065
D™ 0.155 | 0.076 | 0.050 | 0.050 | 0.045
AR _UP-ST normal_a
(n) TRJ AROW O X O o . )
normalb| 0-160 | 0.09 0.069 | 0.060 | 0.058
D™ 0.209 | 0.104 | 0.056 | 0.035 | 0.026
AR_UP_WI normal_a
(o) N-ST AROW X O O u 5 5
normal b| 0-200 [ 0.099 | 0.053 | 0.037 | 0.027
u;
o ARUPWI | oo | o o o D} maia| 0155 |0.065 |0.030 |0.019 |0.012
P N-ST_TRJ u;
- nevmal p| 0160 | 0.074 | 0.035 | 0.018 | 0.023

RF: Random Forest, AROW: Adaptive Regularization of Weight VectorQ
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