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%, Efficient GAN, AutoEncoder#% EHEMRINZFANEZFIETH
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*1 https://itrust.sutd.edu.sg/testbeds/secure-water-treatment-swat /
*2 https://itrust.sutd.edu.sg/testbeds/water-distribution-wadi/

Algorithm 1 MARU-GAN-based anomaly detection

Require: K,Z X ,a,N
1: for K epochs do
2: Training:
3: Generate time-series subsequences from the latent vari-
ables
Z, <START> = Grnn(2)
Map from time-series subsequences to the latent space
X = Ernn(X)
Discriminate time-series subsequences
Drnn(Grin(Z), Z)
Drnn(X, Ernn (X))
10: Update the parameters by maximizing V(D)
11: V(D) = Exrpyoax)log(Dryn (X, Ernn(X)))] +
Ezpy(z)llog(l = Drnn(Gryn(Z), Z))] (equation (7))
12: Update the parameters by minimizing V(G)
13: V(G) = Ezepy(z)llog(l — Drnn(GrnN(Z), Z))]
(equation (6))

14: Update the parameters by minimizing V (E)

1. V(E) = Exepu.xlog(Drvn (X, Ervn(X)))]
(equation (5))

16: Save the parameters of Encoder, Generator, and Dis-
criminator in the current epoch

17: Validating:

18: Compute anomaly scores Agnyn(X) using validation
dataset

19: L pnn (X)
(9))

20: Lpaun(X) =

|X — Gryn(Ernn(X))|1 (equation

0(Drnn (X, Ernn(X)),1) (equation

(10))

21: ARNN(X) = aLGRNN (X)+(17Q)LDRNN (X) (Oqua—
tion (8))

22: Define N% of the time-series subsequences with the

highest Agnn(X) as anomalous

23: Compute F1l-value using the anomaly detection results

24: end for

25: Testing:

26: Restore the model with the highest F1-value in K epochs

27: Compute anomaly scores Arnn(X) using test dataset
based on the above model

28: Lauyn (X) =X — Grvn(Ernn(X))]l1 (equation (9))

29: Lppny (X) =0(Dryvn (X, Ernn (X)), 1) (equation (10))

30: ApNN(X) = aLgpun (X)+ (1 —a)Lpyyy (X) (equation
(8))

31: Define N% of the time-series subsequences with the high-
est Agpnn(X) as anomalous

32: Compute Fl-value, accuracy, and false positive rate us-

ing the anomaly detection results
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