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Twitter uses an automatic account response tool
called bot; its output disturbs the value of tweet data
for marketing since it targets general users. In re-
sponse to this issue, bot detection through feature
recognition has been attempted but its accuracy is
still insufficient. We present a method of detecting bot
accounts with high accuracy by using characteristic
features based on the distribution of term frequency
and posting time, in addition to the existing features.
In detail, we overcome tweet scarcity in order to ob-
tain the distribution of term frequency and posting in-
terval. We propose a classifier whose features include
are appearance probability of the highest-order digit
in a number group of term frequency and posting in-
terval of a user. This is inspired by Benford’s law. To
confirm the effectiveness of the proposed method, we
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conduct a two-class classification experiment; Twit-
ter data is separated into bot accounts and human ac-
counts. The proposed method offers higher accuracy
than the conventionally used features. 9.2% improve-
ment is achieved in a combination with the previous
method.
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Table.1: Theoretical frequency distribution of highest-order
digit of number group in nature.

1 2 3 4 5 6 7T 8 9

B (%) | 30.1 176 125 97 79 67 58 51 46
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Figure.1: In case of 100 random numbers according to power-
law (Pareto distribution).
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Figure.2: In case of 100 random numbers according to expo-
nential distribution.

LIZEBBIFOND. SAHIHE) EEERD L HIEEL T, fib
ICH KLY AN=S 2 v Al E 2 03 HERENEZ 5508,
B2 iz B2 DIIF KRBT =y BE L 2 %, flZIXH
SRS A T £ DY, BEBEOEDIMRD TH 72, HERHE S
izt 270ICIZ KEDLHERKRIEL 5, UL, Mok
g HBEREE v 284, FBike T2 EHTOKEE 1205
9DARTH %70, iz ENMHTOBUED HBIER IR DED T —
o THTOLEBETEONS, Thbb, BEEADIHED
b vz, & BB HBERE Huiug, BEfEa o5t
BRDABFE N E L TYH, BHEAD I & RSO EHE
oD LR, XU 74 —FOEINERBL T3,

Z2T, BUEEADED VR WG, Rk ENHTOBdED 18
FERARICE DRPED LT 200 %, EBRICHE O, B
EICIE, 54N EBHEEADED 100 HTH -7 EIREL T
B A HE 9 BB % 100 AL, Z D BT it H B
KoM RD L, L) ATy 7% 100 [HEEDIKEL, BEUED R
AT OBAE DR L IR % R 72, ARIcE, HIEESEEDS
—RRICHE S, NEFEA OSL —FoAR) &, AR —RRIY
IZHES, BEfit v, 2oL E, XEEA (5L — o)
IZHE 9 BB (1), FEB A ITRE S LI (2) 12 ko TAKRL
7= [18].

1 -uye, (1)

—-01In(1 - U), (2)

22T, UIZ[0,1) O—k&ELE, o IZTZIREEEL, 0 1 Z NSRRI Z £
L, a=1, =1 EHREL 7.

NERAOBADORERZM 1 £ £ 2, WESHOBAEORER%

X2 &3 3I1Rd, Kol i BT B, el SEdio

B, =7 —N—3PEREEZ R, ROINIR EAHTO
iz Rd, ZOfR, BERAORKMEIE, NERWET 5k

BAT—8 R—XELHEE Vol. 12, No. 1
20135 6AH



— iR 3

DBSJ Journal, Vol.12, No.1
June 2013

# 2 NEFEA (L — b 3A0) 1HE ) LB (100 7)) DIt
Table.2: In case of 100 random numbers according to power-
law (Pareto distribution).

1 2 3 4 5 6 7 8 9

mean | 56.7 180 91 54 37 25 19 15 12
stdev | 49 35 33 21 19 17 15 12 10
max | 68.0 260 20.0 110 100 70 60 6.0 5.0
min | 460 100 20 10 00 00 00 0.0 0.0

# 3: B HE 9 FLA (100 1) DS
Table.3: In case of 100 random numbers according to expo-
nential distribution.

1 2 3 4 5 6 7 8 9

mean | 33.4 167 116 87 75 60 61 51 49
stdev | 49 36 32 27 25 20 23 23 23
max | 55.0 27.0 24.0 19.0 160 120 120 12.0 12.0
min | 220 60 40 40 20 20 10 00 1.0
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B 3: NEF R, FHBIMICBT 527 —F
Figure.3: Error rate when according to power-law and expo-
nential distribution.
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Figure.4: In case of word frequency of human accounts.
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Figure.5: In case of word frequency of bot accounts.
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Figure.6: In case of time span of human accounts.

BEfiTORIE

& 7: bot 7 A7 v ORI B
Figure.7: In case of time span of bot accounts.
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Table.4: In case of word frequency of human accounts.

1 2 3 4 5 6 7 8 9

mean | 622 167 7.7 45 30 21 16 12 1.0
stdev | 57 25 16 12 16 16 07 11 0.7
max | 955 69.7 66.7 289 738 683 188 589 27.0
min 71 00 00 00 00 00 00 00 00

# 5:bot 747 v b ORIEHEEO A
Table.5: In case of word frequency of bot accounts.

1 2 3 4 5 6 7 8 9

mean | 441 17.7 107 76 56 46 37 32 28
stdev | 175 87 73 60 54 45 40 36 33
max | 988 754 812 718 808 664 728 727 50.7
min 00 00 00 00 00 00 00 00 00

# 6: human 7 27 ¥ s ORFEEEOSE
Table.6: In case of time span of human accounts.

1 2 3 4 5 6 7 8 9

mean | 283 174 133 100 80 67 61 57 44
stdev | 40 30 30 21 17 14 18 29 10
max | 90.1 919 713 617 524 243 513 921 195
min 00 00 00 00 00 02 00 00 00

# T7:bot 7 A7 v+ OERFRRIEDO G A
Table.7: In case of time span of bot accounts.

1 2 3 4 5 6 7 8 9

mean | 29.6 147 189 75 71 61 84 44 33
stdev | 1563 7.8 142 54 44 40 87 61 28
max | 99.1 893 90.6 79.7 423 732 765 923 534
min 00 00 00 00 00 01 00 00 0.0
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Figure.8: Result of experiment (Accuracy).
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Table.8: Qualitative discussion of experimental result.
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MiZ¥ — 7 —F i bot, ¥ A4 —F 51 bot, ¥ A — kK bot %
Bz diF 3. —iBic HEiRR% &% human & 13, foursquare 7
ED21—FORb D ickfiz HETr )V —E A2 AHL TWw3
M, A6 bV A=+ T2X 92 —YTh2, 2THEBKED
human &%, HEHERY—E 220 T 253, AHol3 YA —+ %
L aWHESEMDO 2 —Th b, V7 74 bot &1F, Z—H¥D X
Y avYA—hbICHLTY 7 I4%iT) &I % bot TH D, &
RX¥ —7—F Kt bot & 1%, BRAPI 2 & % T2 —¥RE
DIVA—F 2 LA AV ary YA —F%F19 % 97 bot T
b5, VA4—br5Hbot i, human 77 ¥ F 2370727 A —
FDIL, NADHEV A= ZHNT5L9 % bot THS, V¥
A — b &K bot & 1%, XEHISFEHL VA —bEHBEKT S
X997 bot TH 5.

INSDT ATV FRIZOWT, ZNENHGEAEEE, BRIl
7% human, bot DWIT UL WTHi%E £ 50, Z L THSROH
TFERERBICEF LD D, HENMHICOWTHS L, human 7
ATV ETH, 2TOY A — P2 HBRRTH 25451213, bot I
HEnbDERE, —H, bot 7ATYFTYH, YA—FEIHPY
A =M ERZITHIGAICIE, human IS0V D &5, HfEM
Bl OWTHZ L, bot 7H7 Y FTH, 2=V DffH (F 2y 7
AvRE) RAVY avy VA —MOHEBIL THREDTThI 2854,
human IZiEVWbD EXR %, LA2L, human 747> DY A —
FZFHT S bot TH, FFEDHIELCAKY A —F ZHEBL 7%
WS % bot DYAE, BRI S A S v 7 TREBED bk
BICERED TN 2720, bot ISV bDERSL, TDLIHIZ, %
KD bot 7A7 Y MIZBWT, HIEBEHED L  IZEFHEERO WS
N bot 5L I2KO70, IEL CHRBIDHEETH S, LaL,
human 777> F D 9% bot ISEWTHEIZ & 22 —HFIZDOWT
%, HRISEEL <, BMEZ N 28R ELR-ZEELOND.

PR, BEEGD R LK OEMED WS E W, kD
TN BEZHVWTWS, 2078, Twitter IZE1T % bot
ThY Y PRI TR, ALY ZAZICHTES EELS
na, HzIE, V=2t y b7 —=72BICEIT S bot 7 AV
VMR, F—L% BT % bot 7AW Y M [4], spam
A=)k, spam VA MR E B HIF S, Kk TN
HEBRIHE L THW A ZENTEREEIOGNS,

7REL, 2—VHNLREDH LFEED F & F D23 &R B
KoM DO MBS 2 R TE L nwidlc, T RO ERE
IR VW &I Rl RO, 2070, H—DY 4 —}
REWTHT AN, FIZIE, FeYA—rRIEARE DY R 7 [2]
REICIES VW EELoN S,

ek D spam/bot 7 A7 v B FEE, Hw B EER
spam/bot FEfEHFMICHI S TL £ 9 &, spam/bot FEfitH D%
ILBHEINZwE I TRENTLE ), WbWIA¥FIT o2
o TL ZIHMENH 7. UL, YBHEPRERES R E
FHNCHE) LTV A— P ZENT LI LRHL WEEZIOND.
Z Do, HFHEORAERREE FEIC L Tw 5 2 £ spam/bot
REEFIICmS N T, WSy, L IEEo gL wi
DIT, VERICBAYFT o 2B HRBWIFTE 2,

7. ¥&

ARETIE, X7 4 —FOEHZISHL 72 bot 747 > F #ith
TFHERIREL 72, U, (ERFSN LD o7, (s
BefasiEl o0 fiz b L L 2B R FHT 52 8T, bot 7H TV
F R EBEICHIE T 2 FETh 5. Ao ERIE, v 7 4—F

2http://www.csie.ntu.edu.tw/ cjlin/liblinear/
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DEANCERZHT, 2—F DY A4 — b a2 B 2 HEEHERE &
FefribE O BHEE G I B 2 e LT O Bl O HBIER % S &
L CaBsmaMEEd s LT, S0z fds70Ic KEDY 4 —
b SAER L 7 ZEZE AL, bot 7 A v MO KR &GE
L7zmicdh 3, FEigcix, Twitter 77— %\, bot 747~
b & human 7 A2 ¥ F QRIS 2 712 X o TFHli% 175 72 F5 R,
PRI TR SN 2 TR L L TRVEESSoN s 2L L,
fERE L HAEDE D 2 L THEED 9218 A F A ETES
LR, REEOBMEIREI N,
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