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In this paper, we propose a statistical attack model
against secure indices, and we propose perturbation
strategies for multi-attribute index scheme. We first
introduce an attack model using properties for categorical
attributes of tables when the attacker has information
about schema of the table and their statistics. We also
provide four perturbation strategies for multi-attribute
index to reduce the revelation rate of original attribute
values. Our proposed strategies are all simple and easy to
apply. In addition, they have little degradation effect to
the query performance. In our experiments, we
demonstrate that the perturbed multi-attribute index
ensures the good resistibility against statistical attacks,
and it processes SELECT operation ten times faster than
the other multi-attribute index schemes.
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Fig.1 EDBMS Framework
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Fig.2 Single-Attribute Indices for the Original Table
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Fig.3 Multi-Attribute Indices for the Original Table

3. %&{THH % : Semi-ShuffledBF
Fox 1L, ZRMRFOREMEEBET B0, HEx 2RiF5E
4T o Cx 7. ShuffledBF[31IZ 7 /V—L 7 L2 %51 L
THERENT-ZREMERS 2 XV ERICT 5720, High ) —
BT N—LT 4 NHIZE DNy v R (Vv T
V) LTHARENT-ZRRLRIERLI T % . ShuffledBF
@Eﬁﬁ%%g4¥ﬁﬁ'ETH7N@E@k LOER”
1D:330” ,” 44fi:Alice”, “9i&: fracture” 1ZxfL, £~
DNy 2B EETLI-0b, 2 Ve kEREELL
7=fE etuple ¥ —|I v ¥ 2B A T (v v 7 L)
LtF%%%E$+wkbféﬁﬁé ko, #I
ARSI D etuple % — L LT 2 BEEHDO Ny 2
ﬁ%%ﬁbfwémf ZARMIIERIR TN TS

£ER3CEE Vol. 12, No. 1
20134 68

BAT—2R—2X

— 110 —



— iR X

DBSJ Journal, Vol.12, No.1
June 2013

Original I T T W
Table 330 Aiee W

¥

& Ohash AR HRMAL)

E
Table*

iy (QI001010)

4 ShuffledBF Q&A%
Fig.4 Process Flow for Generating ShuffledBF
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Fig.5 A Query Process by using ShuffledBF
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Fig.7 Multi-Attribute Index and Attribute Values Which
may be Inferred by an Attacker
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Fig.8 A Multi-Attribute Index from Which Attackers
cannot Infer the Original Values
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Table 1. Parameters for Perturbation Methods
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