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An XML document search can be performed by using
XQuery and XPath. However, we must know the
grammar of XPath or XQuery and the structure of an
XML document. Furthermore it is difficult for beginners
to use XQuery and XPath. Therefore, search methods on
an XML document using keywords have been studied so
that beginners can easily search an XML document. In
this paper, we propose a method to find Smallest Lowest
Common Ancestors (SLCAs) from an encrypted XML
document. In the proposed method, administrators
without access permission to the XML document can
know neither keywords nor search results. We discuss
security on the proposed method, and also evaluate search
performance by some experiments.
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5.24 SLCAOI#E
5.2. 3 CHUG L= — & &5. 2. 1HiIcit» THEE L,

EncryptedDatat™ dDeweyOrder ZFH LT, IL& FEEDFiE

TSLCAZ Huf%3 2 (X10).

F—TJ—Fecl

Bloom Filter EncryptedData

00000...00000 | YCUOU...dtw== (c1,0.0.2.0.0,a:0,b:1,£:2,c:3,c1:4)

00000...01000_| mH2Uf...aWs33 (¢1,0.1.0.0,a:0,b:1,¢:2,c1:3)
00000...00000 | yDie9...dtw==(c1,0.1.2.0.0,a:0,b'1,£2,¢:3,c1:4)

0.0.2.0.0

> 0100
0.1.2.0.0
DeweyOrder ILIZ&% 002
k280 = -0
SLCA®

. - 0.1.2
F—0—Fd1 v ngcfx
Bloom Filter EncryptedData 0.0.0.1.0
00000...00000 | EvXkk..kHw==(d1,0.0.0.1.0,0:0,b:Lb2,d:3,d1:4) |, 0-0-21.0
00000...00000 | ZLx/R...hjQ=— (d1,0.0.2.1.0,a:0,b- :3,d1:4) 0.1.1.0
00000...00000 | 970wL..K+227 (d1,0.1.1.0,a:0,b:1,d:2,d1:3) De“"v-cly-%’-:&‘:r
00000..00000 | Cvbx3...hjQ== (d1,0.1.2.1.0,a:0,b1,£:2,d:3,d1:4) NS

EncryptedData %85

B 10 SLCA D&
Fig.10 Obtaining SLCA

53 RLMHITOWNT

WRETFIEOLZEMEOFMEZ, 8E SN DRI 5%k
REnHT25Z L Tiio Tz,

(1) RDBY-— N|Z%f9 2 BB

® DTBLMDEncryptedDatall x4 2 BEEnSE S K B
WEEAAT O I2IE, BERICET L7 2035 5N
WBETEAS, 5. 2. 1B Tl 7= K DI T v Z AT
XFHNEBIML TS SN TEY, EUIAFET
TRV, ZTO7H, HWEIITE R,

® DTBLMDEncryptedDatallktd 5 B4R E e B 8
BEATE LTk I L 512, T U ARITTHE
BMLTHEBLLTH D20, FEXREXITHT 5
BEXHLAFTTHIENTE 2., DD, KE
ILTER.

® DTBL®Bloom Filter|Zx%fd A H%E
5.2. 2ffi Tk ~7= X 9 IZBloom Filter|IEH L LT F
Z N DOHNE & DeweyOrder a2~ v 3 = BEE CULEE L 7=
T—H BB L TWBID, ZRMEITRAT SNy
Vo BRIk T 5.

(2) RDBY—NRET T4 T2 MEDOT =X DD EDY I

x4 B

® EETIHX—U— Fiox+ 5%

5.2. 1f#i Tk ~7= X 912, RDB¥—,3~Bloom Filter
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54 BEFEOHEICONT
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Bex——pE XOR 10001-+-00000)=0 @
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Fig.11 Constructing Index for Bloom Filter
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6.1 ERIRIEICOWT

REFIEL 2. 28 TBRAREEL IL & IL OB 21T
)T HEREIT>7=. RDB % — 3%, Intel Xeon 2GHz, A
£ Y 4GB, Cent0S 6.0, 7 7 A 7 > hix, Intel Core2Duo
2.26GHz, A<E VU 2GB, Windows XP @ PC % 100Mbps D% -
U — 27 CHEREL TEBREZIT o572, RDB — /3% MySQL
5.1.52 AL, EFEIL 5.4 #iTik~/~FT Bloom
Filter, BfB{L IL & ILIZITF A MOARETA T v 7 A%
L=, |EFELESMILE ILOT0 ST A, Tn
75 3 EFE% Python, /v v =B % SHAL, BEE{bT
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XML 3CE (S XMark[12] TABRR XN TV 5 XML SUEIER Y 7
F7 =7 T, 50MB @ XML CEAZER L7-. XML XCEOFHEFRE &
FTX 2 MDOA/ET 1, 254,624 ETHo T,

BloomFilter {2 OWT, o THIELTLE HHERE 0.1%
K LARE L, BETHIERBUIIERLCT I A NORNE L
IRA FOHEBRFEONMNBEIER & DeweyOrder Z48E L (n=5), &
& 108(@=108) D & NELHI, 8 fED Ny 2 = B%k (k=8) =
AV
XML SCEERE Y 7 b = T0E, A= va LIZET AT —
ZHME LT XML SGEEERRT 5. SIEOFREEIZE D XML XX
EORXIBLIEETES. M 12 ITEKT 5 XML TEOHE
OB & 7R

EBIL, BETIEL 2. 281 Tl =R R IL & LT L
THRBFETHF—T — FHE XM XEZFORIUAFDOT F A b
BEEESEYTo T2, BBLEF—U—RETHF R PO
2 1R T. F 2 O Keywords IIMEBL-F—U—FK, *
— U — NEOEMCHEENTZEEIZ XM XEFOF—TU — R
LRILTHA NOEERT. R2OF—TU—RIIKLT, #
S 3 BHAE L 72 SRR O SR fE & L7z,
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Fig.12 Element Hierarchy of XML Document
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®2 BRTEHF—7—F
Table 2 Keyword to Search

No. | Keywords

Money order, Personal Check (632),
Will ship only within country (657), United States (11369), 1(18553)

K1

K2 | Featured, Dutch (217), 2 (2353), 1 (18553)

K3 | Graduate School (676), United States (11369)

6.2 EBRER

RIIRETIEL 2. 28I TR E(L IL & IL OMRTFREEE
&2 Rd. TEIZOWT, RDB I RDB H— D EFTHEH,
Decrypt L7 — ¥ #1H 53 2 EITHERE], Other X RDB &
Decrypt LLAN D FEITHFRE, Total i RDB & Decrypt (3% 3(a) (b)
DH) & Other DFEFTHEM], SLCA 1TAEZE L 7= SLCA DF, Text
IZRDB 5 ATF LR T £ A hD#K, Data (T —3 L7
FAT v MEOBEREERT.

BEFEGESQ) & 2.2H TRNHEE(LILE D)) &
IL(F3(c)) T 5 &, ILICHTREEE IL ISR 1. 1 4%
B, BEFEITH 97~231 FEVW. ZoHHBAE LT, IL
ERFBAL ILIZF—VU—FKRLERULTHFAMOT—X % 1 [ET
MBEL TS, LT, BEFEEIF—T—RERICTFR
FNOENE, NRAEOBERERE T HEHMOARIIH L THREL
TWATW, ILRHEBAL IL SR TRBWEEZEZ BN, 17
FREILIL PR B IL & _TGROA, XML XEO—HRL
PRRAZR L7222 Text 13 IL RBF 2L IL & He_TAH 20,
L2 L, #2RF1EIL Bloom Filter ZFH LT XML XEDON
RIZTTRAEELRB LEZEETRET AN, 7947 b
L EncryptedData & BufS L TR G RASIE LU ) viRs L Cig
BEPEIZ GRS % 728, Data 1 & IL R0Wg Bk IL ICEE_TEL A
S>TLFED.

% 3 ERERGREM

Table 3 Experimental Results for Search Times

RDB (ms) | Decrypt (ms) | Other (ms) | Total (ms)| SLCA| Text | Data(Bytes)
K1 62,133 553 119,400 182,086 221 17,257 | 19,880,060
K2 50,583 439 30,381 81,403 15| 11,603 | 17,221,320
K3 33,872 207 29,100 63,179 240 | 4,913 9,544,084
(a)
RDB (ms) | Decrypt (ms) | Other (ms) | Total (ms) [ SLCA| Text | Data(Bytes)
K1 266 5 627 893 22| 31,211 588,976
K2 161 10 449 620 15| 21,123 390,232
K3 114 0 580 694 | 240 | 12,045 235,908
(b)
RDB (ms) | Other (ms) | Total (ms)| SLCA| Text | Data(Bytes)
K1 193 595 788 22131211 441,688
K2 130 428 558 151 21,123 292,643
K3 83 569 652 240 | 12,045 176,903
(c)

7. BHYIC

AL T, FHEPRBARCRERD DML RN, B4
RE—U— FIZ L AL XML SCEMBFIELIRE L.

BETIEICONT, XML XEEHFLT 2 8E ORIt
L TZEeEHOFMETVEETHD Z L2 LI,
WMark[12] TABRENTWS XML SCEMER Y 7 F 7 = 7 TfE
B U7e XML CEC, IL L IREFIEOFIE L ORI EZITV,
AR RAIE IL & 0 %9 97~231 fFBVER & 22 o 72,

A% ORI FER R O EE k& DTBL_INDEX % = o1
KT DHFEDRETHD.
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