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This letter reports the access control function in the
row-level and column-level of the database according to
user authority in order to secure the database access.

As features, this function enables the organization
change and staff reassignment reflects automatically to
the right to access data and enables fine-grained access
control of the row-level and column-level by specifying
access conditions.

As a realization system, by adding right-to-access
information, logic information, etc. to the schema
information on a database, metadata is built and it is
managed by the directory server with the personnel
information and organization information. This
strengthens cooperation with authentication for single
sign-on, etc.
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Tablel Attribute definition of metadata

OID B4 (NAME) 1 (SYNTAX) (oL

1101 |meCode 15 |Directory string |a&pl=— R

1102 |mePhysicalName 15 |Directory String |¥H4

1103 |meLogicalName 15 |[Directory String |imEl%

1104 |meResourceName 15 |Directory String |V Y —R|ZEHT 5 15#
1105 |meAttribute 15 [Directory String |J@MEIZBI4 A1
1106 |meDescription 15 |Directory String |z A Yk

1107 |meVersion 15 |Directory String [/N—a UG

1108 |meDataType 15 |Directory String |7 —&7l

1109 |meDatalength 15 [Directory String |[F—H#ODES

1110 |meDataKeyType 15 |Directory String |F—ZDXF—H A7
1111 |meDataNullType 15 |Directory String |NULLZFA[

1112 |meSemantic 15 |Directory String |EMEIFH

1114 |meDname 15 |Directory String |F—#~X—24%

1115 |meTname 15 |Directory String |7—7 /L%

1116 |meCname 15 |Directory String |7 A4

1120 |meDataAce 15 [Directory String |7 7 & AHER

1121 |meColumnDN 12 |DN 7T MMEF#E~D Y 7 DN
1123 |meSemanticDN 12 |DN Bt #®A~DY > 7 DN
1124 |meHostname 15 |Directory String |DBAE#ENL TW\5H— 34,
1125 |meDBProductName 15 |Directory String |DBO#54

1126 |meDBProductVersion 15 |Directory String |DBO#LGH/N— g
1127 |meRolCode 15 [Directory String |&E|Z#KTa—F
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Table2 Object definition of metadata

e gt AET =BT A
API API ®
A BES —
AL
[EPN:E: FATARERERS U 2 b
PRI ERE| O BEfF o)
(mntin ) (amien ) (2277 (2272 ) ]
FALVI N F =2 R=2 AT

| B |
X1 ey 7K
Fig.1 Function block of system
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Fig.2 Directory Schema of Integrated Authentication System
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OID VI A% VAURPEMUST) (EEJREMAY) G|
1101 |[melSite objectclass meDescription TAT LEFRT |
cn* meDataAce TR
1102 |[melDB objectclass meDataAce F—HN—AhF
meDname * mePhysicalName TITA
meLogicalName
1103 |melTable objectclass meDataAce F—TNERT
meTname* mePhysicalName 7 A
meLogicalName
meAttribute
1104 |melColumn objectclass meDataAce AN T S
meCname* meDataType A
meDataLength
meDataKeyType
1105 |melSemantic |objectclass cn B ERT 7
meCode* meLogicalName 7 A
meSemantic
meColumnDN
1106 |melRoleAttri |[objectclass ITHIE 21T 9 729
bute meCode* DOEFIRIEZ TS
meRoleCode 77 A
meDname
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[ WO SECTTON YEARWONTH OLUNE
007 EEAE 00 000
002 EE3E] 003/ 000
004 EEYE ] 003/ 000
005 EE 5 00 000
007 EEXE] 00 500

# 4 BEEEHRT — 7V CUSTOMER D4
Table4 Example: CUSTOMER table

1D NAME ADDRES BIRTHDAY INCOME BALANCE SALESMAN
01 | IWEAAERR | EXI1- 953/12/24 10000 3000 yamada
02 | IWABE | BX2- 941/10/11 12000 1000 tanaka
03 | mEEfEF | JLRX3- 978/11/15 8000 20000 yamada

% 5 BEIEHT —7 /L CUSTOMER O # % 5 — & O
Table5 Example: metadata of CUSTOMER table

IR B
h5L% 738 [F—547 [wE% EEPAN LT
1D XFHE  [Ex— BEES XXXX ANY
NAVE XFHE |- K4 XXXX ANY
ADDRESS XFHE |- T XXXX ANY
BIRTHDAY =RoEY — FER XXXX ANY
INCOME HIER - YRA XXXX [RO3
BALANCE HiER - BeES XXXX |rR03
SALESMAN _ [xx=rBIE  [— EREETS  [oox [ANY
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Table6 Example: row-level access control object
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SdacStatement stmt = conn.createStatement();
SdacResultSet rs = stmt.executeQuery("SELECT *
FROM CUSTOMR);

EFTHZLITRY, WERICIEFEIT—FORRIZS U T,

SELECT id, name, address, birthday, salesman FROM
CUSTOMER WHERE SALESMAN = 'suzuki'

LWV ) K D7 SQL XIMETEIN TN D.

o=isl.melco.co.jp

%} cn=metadata

FEATRAES AT I

%} cn=role (% cn=menu JF cn=users + ou=orgn

cn=physical cn=logical cn=security
[Z 7 % container ] [Z 7 * container | [ 7 % container |
© cn=(44 %) meCode=(& 1 ID) cn=acTable
[ 7 %: melSite | [ 7 % melSemantic ] [ =+ container ]
© meDname=(DB %) meCode=(1% I E % ID)
7 7 Z: melRoleAttribute

© meTname=(7—7/14)
7 7 *: melTable

© meCname=(# 7 54)

7 7 #: melColumn
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Fig.3 Metadata added to directory schema
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Connection conn =

DriverMDriverManager. getConnection
(" jdbc:oracle:thin:@host:1521:0rcl”,

WA E e a—F 1 7

SdacManager sm = new SdacManager () ;

SdacConnection conn = sm. getConnection
(“jdbc:oracle:thin:@host:1521:0rcl”,

“scott”, “scott”) ;
“tiger”);
// SOL XDEH // SAL XDEZH
String sql = “select * from customer”; String sql = “select * from customer”;

SdacStatement stmt = conn. createStatement () ;
stmt. setSecurityRole(roleList)
SdacResultSet rs = stmt. executeQuery (sql) ;

Statement stmt = conn. createStatement () ;
ResultSet rs = stmt. executeQuery (sql) ;

while(rs.next()) {
System. out. print (rs. getString(1)):
1 1

X 5dJava 2—F 1 > 7 H
Fig.5 Example of java source code

while(rs.next() {
System. out. print (rs. getString(1));

WHERA SO ILHE PN EE T -7 v e R LIRS

31 1FER W mE® (amada)
id ‘ name | address ‘birthday | job ‘income‘balance‘salesman
12301 |LLEERER [FHREE 1-1[1953/12/24 [£31 8 [1o000 3000 (32001
12302 (DIRETET [FHER 1-2 [1978/11/13 [E 8% oo 20000 (33001
12300 [HHeP—§R [FHBE 1-3 1945/10/30 A28 8000  [4000 83002
j
E] - UhETEnELE [T B AR 7
WHER MRS AH Y BNEE T — T V&2 B R LGS
22 #R ey suzuk
id | name ‘ address |hirthday | Jjob ‘income‘halance|salesman
12301 | LIEBAER [FEBE 1-1 [1053/12/24 [£H 8 [+ [+ [za001
12302 [MORETET [FEBE 1-2 [1978/11/15 B B%E [+ [ [ga00t
=
& AT EnELE T 7

X 6 —FHERITIER Uz 7 7 & 2 &4

Fig.6 Example of access control according to user authority
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