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As documents containing sensitive information are
exchanged over the internet, access control of XML
documents is becoming important. Access control policies
of XML involve node-level granularity as well as
cascading option, which specifies whether an access
control policy shall be applied to the whole subtree from
the target node of the rule. In this paper, we consider the
optimization problem such that minimizing the number of
policies applied to nodes, by optimizing cascade options of
given rule sets.
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Fig.1 Before optimization, no cascade. Rule count: 10
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Fig 2. First-applicable, cascade used. Rule count: 7
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Fig 3. First-applicable, cascade optimized.
Rule count: 5

2.2 First-applicable cascade
First-applicable cascade
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XML D
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2. cost™ =0, cost =0, cost*=
3. foreachejin{es,....ex} {
if (a(es) = a(e)) {
switch rule(e;) {
case “4+”: cost +=1; cost*+=1;

case “-”: cost +=1; costt+=1;
case “==":cost” +=2; cost +=2: costt+=1;
}

}

else {

switch rule(e;) {
case “+”: costt +=1; cost +=1;
case “-” cost” +=1; cost +=1;
case “#”: cost® +=1;cost +=2:costt+=2;
}

4, if (cost"=min(cost", cost, cost®)) {
rule(e) = “+7;

for each ej in {ey,....ex} {

if (a(e) = a(e)) {
if (rule(e)) =“+”) OR (rule(e;) =“-"){

rule(e;) =“n";
else {
if (rule(e)) = “=x7){
rule(e;)) =*-";
}
}
}
else if (cost* = min(cost*, cost, cost™)) {
rule(e) = “=x=7;

foreach gjin {ey,....ex} {
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if (a(e;) = a(e)) {
if (rule(e;) = “+”) OR (rule(e;) = “-") {

rule(e)) =“n";
}
}
}
else {
rule(e) = “-";
}
return;
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Fig. 4 Deny-overrides, cascade optimized. Rule count: 6
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Fig-5 Result of Simplification of Policies
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Fig.6 Generation Time of User View
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