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GrlP:

GrlIP: A Profile Control Mechanism for
User Privacy Protection and Quality of
Personalization Services
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GrIP Granularity Control Mechanism based
on Person ldentification Probability

In order to enjoy the benefit of personalization services
such as recommendation services, it is necessary for users
to disclose personal information. In general, the more
personal data we disclose, the more the quality of
personalization services may improve. However, it also
increases privacy concerns such as information leak.

To cope with this problem, we propose a profile control
mechanism GrlIP (Granularity Control Mechanism based
on Person ldentification Probability) that controls the
number and granularity of disclosing personal
information.

1.

*

miyamoto@ais.cmc.osaka-u.ac.jp
T

stakeuti@ist.osaka-u.ac.jp

* okuda@is.naist.jp
8 harumoto@eng.osaka-u.ac.jp

ok

y-ariyoshi@onomichi-u.ac.jp

T+

shimojo@cmc.osaka-u.ac.jp

SDL-UP(Service Description Language for User Profile)
[1] SDL-UP

SDL-UP

PPNP(Privacy Profile Negotiation Protocol)
[21 PPNP

GriP(Granularity Control
Mechanism based on Person ldentification Probability)

GriP
1 GriP

Letters Vol.4, No.1



DBSJ Letters Vol.4, No.1

GriP

ﬂ—lz“xlzia‘a“éﬁ{ﬁrg‘f

1—%

0 1—H¥I—T b
F/ WIEHT S ;E GrIP = _—

(

SANDOHEE
BAEHROFT

=, )
arroy A

i B (E78)
BEAMEF—ERDER  EAEF—E R
1 Grip
Fig.1 Overview of GrlIP
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Fig.2 Granularity of Age
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Fig.3 Distribution of PIP and QoS
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Table 1. Combinations of Granularities (QoS 0.9)
QoS
LEVELO 2712%x*** 1.0
LEVELO 271FFHHH* 1.0
LEVELO A faiaieioiokolol 1.0
LEVELO 2712700** | 0.93
LEVELO 271270*** | 0.93
LEVELO 27127**** | 0.93
LEVELO 2712%**** | 0.93
LEVELO 271****** 1 0.93
LEVELO 27*xxxxx 10,93
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5.2.2

QoS

Person Identification Probability
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Fig.4 Times of Feedback and QoS
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Fig.5 Times of Feedback and PIP
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