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XML-based data integration has been used widely.
Schemes to publish XML data from RDBs are impor-
tant to use RDBs in the data integration, and have been
developed. In actual XML data processing, data are
exchanged through networks, and processed by one
or more service providers. Therefore, security mech-
anisms such as access control, data encryption, and
desital signature, are also important. This paper pro-
poses a scheme to enforce efficiently security policies
in the cource of XML publishing. The basis of XML pub-
lishing is the XPERANTO approach.
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department

did dname | address

D001 AT addr-1

D002 a3l addr-2

D002 | WF%EPH%E | addr-3

D003 (ot 3 addr-4

employee
pid pname did jobcode salarycode

P0001 Jack D001 4 (manager) M-13
P0002 | Michael | D003 | 3 (vice manager) V-10
P0003 | Robert | D001 1 (regular) R-11
P0004 | Thomas | D002 1 (regular) R-08

M1 Vr—arf

Fig.1 Relational tables.
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XQGM operators.
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table EDFRE project | Fi (afsins R DIBIR)
select BT IV DIER join BERATIOREE
groupby | ZA—F 7 orderby | SEOA A
union BBATIORIESR | unnest | WA U A NI
view = —0DRE function | XQuery B DR E
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1. MEEHET ta—EBHRLa2—VHAGEE2R 1 OHATZ
FAWT XQGM (XML Query Graph Model) Tl
2. MatZE# . XQGM 7 77 ZFHMERKL, SQL MA®EEL
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<db> create view employee_list as {
<department> <list> ) ) <list>
<row> for $dep in view("default")/ <department did="D001">
<did>D001</did> . db/department/row <dname>
<dname> return - - Personnel</dname>
Personnel</dname> <department did="$dep/did"> <address>
<address> <dname>$dep/dname</dname> addr—1</address>
addr-1</address> <address>$dep/address</address> <members>
</row> ... <m§r§l§e§§;p in view ("default") /db/ <mempber pid="P0001">
</department> employee/row[did=$dep/did] <pname>Jorn</pname>
<empleyee> return <jobcode>4</jobcode>
<row> <member pid="$emp/pid"> <Sanlﬁf§3/§?dei des
<pid>P0001</pid> <pname>$emp/pname</pname> </members salarycode
<pname>Jorn</pname> <jobcode>$emp/ jobcode member
<did>D001</did> </jobcode> </members>
<jobcode>4</jobcode> <salarycode>$emp/salarycode </department>
<salarycode> y b</Salarycode> p
- </member> s
</rOW>M 13</salarycode> </members> </list>
</empleyeé;  </department>
</dbs </list>
X2 F74/F XML E =— X3 =—# XMLV =—E% X4 =—+% XMLV =2—
Fig.2 Default XML view. Fig.3 View definition. Fig.4 Defined XML view.
# 2 XML BE%k
‘ XML functions. _ _

[ XML B [ FRfE [ B TReR G - | SQL2003 b
cr8Elem(Tag,Atts,Clist) SR Tag, WTED A K Atts, P& Clist DB REJK | project xmlelement
cr8AttList(Ay,- - -,A,) BN RMET 2 F 2K project xmlattriute
cr8Att(Name,Val) J&YEZ Name, JBPEME Val ORPEER project xmlattribute
cr8XMLFragList(Cy,- - -,C,.) | ZRNARA D XML BT U A F 7R project xmlforest, xmlIconcat
aggXMLFrags(C) XML BT U A T % ZEJRT %R B O groupby xmlagg
getTagName(Elem) SIRA DWFF project, select
getAttributes(Elem) BIYET R T DR project, select
getContents(Elem) FRNAD XML WiT U Ak Z project, select
getAttName(Att) TRVEZ DI project, select
getAttValue(Att) BYETEO I project, select
isElement(E) BIRP AT FE select
isText(T) TX AR ah % HE select
unnest(List) XA T &N unnest

$members $list 2 );P I PINYN
group-by (on did) : project: Z& 3 L %ﬁnﬁimﬂ”
$member s= $list= . oL
L Frags (Snomber) e . XML func@.on composition rules.
<department did="$did"> [ Function [ Composition Target [ Result
mT i;’;;’gzignameq dname> getTagName [ cr8Elem(Tag,Atts,Clist) Tag
project: $member s</members> getAttributes | cr8Elem(Tag,Atts,Clist) Atts
3’“2“*’3{): e gpid™s c <|/ dega"tme“’o getContents | cr8Elem(Tag,Atts,Clist) Clist
migngﬁe%pﬁamgl /pname> /list 7y getAttName | cr8Att(Name,Val) Name
<jobcode> getAttValue cr8Att(Name,Val) Val
$jobcode</ jobcode> isElement cr8Elem(Tag,Atts,Clist) True
<salarycode> T
$salarycode isElement except for cr8Elem False
</salarycode> Smembers, $41d. isText PCDATA True
</member> .{$dname, $address isText except for PCDATA False
i _ . Join(correlated) : unnest aggXMLFrags(C) C
$pid, Spname, 3did, e 4 unnest cr8XMLFragList(Cq,---,C,) [ CiU---UC,
$jobcode, $salarycode -
SeTeot. $d1d=3d1d unnest cr8AttList(Ay,- - -,A,) AU UA,

table (employee) table (department)

X5 XGMLZ 5~
Fig.5 XQGM graph.
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WHESWTHET — X I 28872 7 7 & A HIEAR U o —FER
BREN S, FAECE, ChbNEAShENRtEh 5.
U X T A TR SN QIR LR VEBLHEEWTETH S.

AT, XML T —# hDxf%R%E XPath THEL, EROE
PRZIGC 72T 7B RA[E &, BEE L CORHL - E7TBLERE
Hz25%. £41T8 22— employee_list IZXITAH% %5 5.
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#4 TIRREERY —LEXa VT 4 HAEE (SQ
Access control policies and their security queries.
Policy 1
B ATROFOLBUERADIRGEMDFRTE D

®E  /list/department/members/member/salarycode
Tk ATERICHTRL 20

R
SQ Applyiist :/1ist/department /members /member [Proj not(salarycode) ]
Policy 2

B REERDANTII BN E FF o DB DL FEL A RED IR
%4 /list/department/members/member [jobcode<2]
Ttk REERTRY

R

SQ  APPlYiist:/1ist/department /members [M3SKmember[jobcode<2] ]
Policy 3

B ATHOFIIMEER ORI T 7 A TE DR,

IR AL SN RIE R B0
*4  /list/department/members/member/salarycode
Ttk ATERCITR
O a)
1% encript (/list/department/
members/member/salarycode)
SQ  ApPPlyiist:/1ist/department /members /member [ ENlCsalarycode ]

#%5 yrik XQGM BHH 1
Extended XQGM operators.
T - | ne |
apply | G X DAVl % TR XML Wi i e
mask | RIFZEMTe S RO, TRERTEZ null CEik |
enc FRERIET O XML Eﬁ'}”‘@ﬂufﬂi
sign FRERIET O XML Wi Ok 2%

32 tXxal)TsHEE

AWFFETIE, XML Ea—~HEHHINARY v—%2 b =2—[ME
FEBLP2—FHERERMICLBLT 5720, EHINDRY
VX TAHEEEELE L TEETS. XMLE 2—~DRY
VDA E -7 XML € 2—¢ L, =2—¥H45E0
A XPERANTO TO@EFOMAEAERE FEETHSD. LLFT
BFEz2—MEE X2 )7 4 HEEDOERORTERTS.

X VT A MEEERET D, BODOMHAE TE2EAT
% (£ 5). Apply X XML # o mtEizxt L T &4, XPath ©
HEENn7- XML WiHIC [] NOBEAZEHT2EEBERTH 5.
Pro’j HDOEMRETO not (JEME) 1X, HEEEUSAOLEMESE
BT 5. Mask X [1 WO D1, HBEEMEE null &
9 5. Enc, Sign iXfiEEMED XML ¥rfr o554k, E1E84%
4 5. ZZ Tt Mask, Enc, Sign AT & LA, :L‘—“ji'ﬁ:j
#Z %> RDBMS Ot 2 5 5L CHBITE 24546, Z
61k RDBMS CTRUELR[EE L L CRIAEKE(LZ T2 5. W,
LR BT BATHAIN DA I2NT A—% Fii%?ﬂj:‘é\mﬁﬁ“é.
3.3 BEFOTSyaFIY

a—fladleX=a V7 MAEEEAKRL, Apply BHT%
T yvaZ gy RHET, X NEO/NE 72 XML R 2358 H x 4
LB, BRI vy a2 U LA, ppply BEESN, []
WA EHEEHRT 5 XQGM 7' 7 71272 5.

Apply BRBIET v a X U TERWVKANL, RDBMS CRLEE
WRERRYR YT T T DE YD, IRV Y =T Tl fAxgE —
AL T, XPath TE#IREN 5 XML Wi 2408195, ZOREL,
Apply ZARERERY 7 v ad U3 5HT, WHXIEN/NS2%
o XML Bz, WATRBL o4 R b e WifFcE 5. Fi,
Apply THA SN BEANR—HOT —% 2 rET 5854, XML
W23/ &< 72 2%, XML WAk =t 2 ks Ol B3 5

A AHBRAE X 7 ~X 12 1277, ZZEATRESRME, £X
D (1),(2) ELTHFREL 7. {HL, RIFRSIRHC LTI 1% 25 H
FTHHERNEE LWV Tidel, HEENAEDR —MEHRIETE
DHRPATIT 2 bIAE 2 b7, Fiz, RPN X N 2N
®HLAELH DD, TOHRIEY 2172 CHEHATANERH 5.

$list
project:
$list= apply: list:/list/
<list> department/
<department did="$did"> —> members,/member
<dname>$dname</dname> [proj:not ($salarycode) ]

<member s>$member s</member s>
</department>
</list>

push down

apply: members:/member
[proj:not ($salarycode) ]

$members, $did,
$dname, $address push down
join(correlated) :
T( ..................... a'E”'y:_ me’gkgrsi/’“e“‘bzrﬂ
roj:no salarycoaqe,
$member s S Y
group-by (on did) : J L push down
$member s=aggXMLFrags ($member)
4 apply: member :/member

[proj:not ($salarycode) ]

$member, $did
project:
$member=
<member pid="$pid">
<pname>$pname</pname>
<jobcode>$ jobcode</ jobcode>

push down

<salarycode>$salarycode</salarycode>
</member>

T(- ........................
$pid, $pname, $did, $did, $ jobcode
$ jobcode, $salarycode|
|select: $did=$did

table (employee)

X6 Fyiadurofl
Fig.6 Pushing down Apply.

X 7 ® Apply & Proj O, XPath DJEIHHY & Proj
W2 &Ko THERR S HHEIED B3 A REC T2 b, Apply DA
*t4:% XML Wiy O N~ RET 5.

B 8 @ rpply & Unnest DML, Apply HHXIHROW %
KELLTLE DD, THOMHAETEDZHT Apply DRRN KL
DINEL 2256, Apply BREINDGAICHATSH 5.

10 @ Apply & Join ORHIIFMETEHENT S 5.

(1a) FEESMD Apply OHHXR sx ITKFEL RWGEE, #Ii
RWARETH D, EEITIE, WBla X f 2K TE DHEAICRY,
REPFTRETH D, FTNVEERBDTEHHAL, THOERT
L DRHT Apply DA A N 2D TE BGAENHYT 5.

(1b) #EEEMET sx BB Sh, Apply O B LA Enc 7§>
Sign Th BHIE, RKHAIEETH H. Wk - ETBAIT KT
ARNT, ZTAENRa R }\kj(%< WSS, L OXHIL, KEE
b BB BAILH—D XML Wi & Al &3 5 ST, @
ﬂﬂﬁﬁ@ﬁf“@ﬂ:@& A% OETORBIZEMARFERE B T

—77, XML K5t - BFEAOLINE BT ALY K&
< ﬁ%%wﬁf@m&inxbmﬁ<ﬁé$ HIEREET 5.

(2) HE T ORBITEAR RO Z T NEERDSE DR, R
a2 v EEL LD, WBERERELZWVHEEEEAL -
DT2350%52 5. HBNOEEZRELOSHEAZBEHL, *
FELIEECHALZRICHIRT D E VIR A N2> TH,
BEDO A ZX FPMEL 2D XS BRGARITEMN S S.

Apply & Select MAIHE (X 11) b, Apply & Join DORIHL
FI#kT&®H 5. Union (X9), GroupBy (X 12), 0OrderBy (GroupBy
EREE) IOV TIEHEIES 5. Enc, Sign i XML Wih & AJi &
L, XML BE%ic & 5[5&)#9552#5% THETH BHDS, SQL2003
DY T 5 5 E R B541213 RDBMS TRLEITE 5. #h
X, Enc, Sign % RDBMS THEBLTX 558, AJIOREKIC ST
RETRFOWNIL L HIZT v v aF U TH5HEETED.

34 X2 TsHEEEERH

Policy 1 O AGHETEZ, 5/ —RIZIREL TK 6 I28lRT 5.
7 7 AflHE BT S Pproj ZEBEEAL, BREIIREMES R
WIZHIBRE N A ER 5025, Policy 2 8 LW Policy 3 DA D,
[FIERIZALEL 2 EBEE 95 XQGM 7' F 7 IZ R T& 5. X% =
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$x, ... $x, ...
apply: $x: project: $x

/path1 [op] 1)) $x=xml|_frag

:>—t|
[T Sy

unnest: $y

i Sy, ... ]
pgmect: ap?Iyi $1EI ] apply: $y: $X"|" $| $x,.|.. $|
x=xm|_frag path2[op apply: $x: apply: $x
/e0/path [op] /pathlop] /pathlop]
— — — -1, ]
(1) pathl =el/e2/.../ek/path2 (1) $y = <e0>3x</e0> I I I

A xml_frag=<el><e2>...<ek>
Sy</ek>...</e2></el>

7 Apply-Proj DzZ#
Fig.7 Exchange of Apply-Proi.

9 Apply-Union DAZ#

x| 8 Apply-Unnest ®z3#
i -~ Fig.9 Exchange of Apply-Union.

Fig.8 Exchange of Apply-Unnest.

$x. 8y, ...
project: project:
not ($u, $v) 2 not ($u)
>
$u, v, $x. Sy, . .. $x_ . Sx.
join: $u=$v ) TR Sup-by -
y x f ($u) <=>exp am;pzthstzp] ) group-by: $
Su.$x.... 1 [Sv.8y.. . .1 — W
apply: $x: | fapply: $y Ty Sy
Ty: $x: - apply: $y:
/path [op] /path[op] celoot: Tx0 ap?pzthstzp] group-by: $y /path[op]
e P T i
$u=$x | $u=$x | apply: $x: project: | - o
/path [op] $u=$x (1) $x A% Sy DABEFER T
Vo $x B3 Sy DB R
[$x. .. ] [$y. .. ]
$x $x A op € {enc, sign}

(2) (HhcidfIsE)

apply: $x: | [apply: $y
/path[op] /path[op] (1) cond: $x IZHKLEL 2 Sx A Sy DALBRAY R
V cond: $x & EHX c O N op € {proj, mask, enc, sign}
N op € {enc, sign}
[ 1 L[] GBI op BN o7 & Hl)

X 12 Apply-GroupBy D 23#
Fig.12 Exchange of Apply-GroupBy.

(2) cond: $x (2B 5 Hilk
N op € {proj, mask, enc, sign}
(HEREZHIT su & W THIK)

11 Apply-Select DZIH#
Fig.11 Exchange of Apply-Select.

(1) cond: $x IZIRIEL 72\
V cond: $x=$y A op € {enc, sign}
(2) cond: $x=$y A op € {proj, mask, enc, sign}
X 10 Apply-Join D33H
Fig.10 Exchange of Apply-Join.

V7 4R Y =DM ZMEEOAMITIE S ¥ 272D, HEO
RY—ZEHT2HFLTETHD.
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XML F—Z AT BT 5 XML HEB X0t F =2 V5 1 #Eo
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