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XML-based data integration has been used widely.

Schemes to publish XML data from RDBs are impor-
tant to use RDBs in the data integration, and have been
developed. In actual XML data processing, data are
exchanged through networks, and processed by one
or more service providers. Therefore, security mech-
anisms such as access control, data encryption, and
desital signature, are also important. This paper pro-
poses a scheme to enforce efficiently security policies
in the cource of XML publishing. The basis of XML pub-
lishing is the XPERANTO approach.
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department
did dname address

D001 ¯`� addr-1
D002 °`± addr-2
D002 �R�R²´³ addr-3
D003 µ`� addr-4¶�¶·¶ ¶�¶·¶ ¶�¶�¶

employee
pid pname did jobcode salarycode

P0001 Jack D001 4 (manager) M-13
P0002 Michael D003 3 (vice manager) V-10
P0003 Robert D001 1 (regular) R-11
P0004 Thomas D002 1 (regular) R-08¶·¶�¶ ¶�¶�¶ ¶�¶�¶ ¶�¶·¶ ¶�¶�¶¸
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table ÂjÃ´ÄRÅ project Æ`Ç ( ©�ª�È`ÉjÃ¥Ê�Ë )
select ­ÍÌ`ÎqÃ´ÏpÐ join ÑpÒ`Ó`ÔjÃ´ÈpÕ
groupby Ö¥ÎR®�Ìd¬�Ö orderby ×¥ØjÙjÚ
union Ñ�Ò`Ó`ÔjÃ�ÛOÜ�Õ unnest Ý´Þ�ßà¡	áãâ�äj²
view å`æ¥®RÃ´ÄjÅ function XQuery ç´ÒjÃ¥ÄRÅ
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<db>
<department>
<row>

<did>D001</did>
<dname>

Personnel</dname>
<address>

addr-1</address>
</row> ...

</department>
<empleyee>
<row>

<pid>P0001</pid>
<pname>Jorn</pname>
<did>D001</did>
<jobcode>4</jobcode>
<salarycode>

M-13</salarycode>
</row> ...

</empleyee>
</db>¸
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Fig. 2 Default XML view.

create view employee_list as �
<list>

for $dep in view("default")/
db/department/row

return
<department did="$dep/did">

<dname>$dep/dname</dname>
<address>$dep/address</address>
<members>

for $emp in view("default")/db/
employee/row[did=$dep/did]

return
<member pid="$emp/pid">
<pname>$emp/pname</pname>
<jobcode>$emp/jobcode

</jobcode>
<salarycode>$emp/salarycode

</salarycode>
</member>

</members>
</department>

</list>�
¸

3
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Fig. 3 View definition.

<list>
<department did="D001">

<dname>
Personnel</dname>

<address>
addr-1</address>

<members>
<member pid="P0001">
<pname>Jorn</pname>
<jobcode>4</jobcode>
<salarycode>

M-13</salarycode>
</member>
...

</members>
</department>
...

</list>

¸
4
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Fig. 4 Defined XML view.
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XML functions.

XML ç´Ò �RÁ ���>��Á ¿ ª`À SQL2003 ���qç¥Ò
cr8Elem(Tag,Atts,Clist) ����� Tag ������ß ¡�á Atts �`Ý´Þ Clist Ã������OË project xmlelement
cr8AttList(A � , ¶�¶·¶ ,A � ) �����Z�@������ßà¡	á�����Ë project xmlattriute
cr8Att(Name,Val) ����� Name ������� Val Ã�������Ë project xmlattribute
cr8XMLFragList(C � , ¶�¶·¶ ,C � ) ���jÝ�Þ��Z��� XML ����ß ¡�á ���OË project xmlforest, xmlconcat
aggXMLFrags(C) XML ���.ß ¡�á�����Ë�¡@¢àÜ>£xç�ÒjÃ�¤>¥ groupby xmlagg
getTagName(Elem) �����xÃ§¦�¨ project, select
getAttributes(Elem) ����ß ¡	áãÃ�¦�¨ project, select
getContents(Elem) ���jÝ�ÞRÃ XML ���.ß ¡�á���¦�¨ project, select
getAttName(Att) �����xÃ§¦�¨ project, select
getAttValue(Att) �����xÃ§¦�¨ project, select
isElement(E) ������©��>�«ªjÅ select
isText(T) ¢>¬p¡�á­��©Z�>�§ªpÅ select
unnest(List) ®x¡	á ��äx² unnest

¸
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Fig. 5 XQGM graph.
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XML function composition rules.

Function Composition Target Result
getTagName cr8Elem(Tag,Atts,Clist) Tag
getAttributes cr8Elem(Tag,Atts,Clist) Atts
getContents cr8Elem(Tag,Atts,Clist) Clist
getAttName cr8Att(Name,Val) Name
getAttValue cr8Att(Name,Val) Val
isElement cr8Elem(Tag,Atts,Clist) True
isElement except for cr8Elem False
isText PCDATA True
isText except for PCDATA False
unnest aggXMLFrags(C) C
unnest cr8XMLFragList(C � , ¶�¶�¶ ,C � ) C ��Â ¶�¶·¶ Â C �
unnest cr8AttList(A � , ¶�¶�¶ ,A � ) A ��Â ¶�¶·¶ Â A �
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Access control policies and their security queries.
Policy 1}4~��1�������4���1�	�����������	���F���1�	������1�

/list/department/members/member/salarycode��� �1������ 	¡4¢�£�¤¥�¦ §1¦
SQ Apply ¨ª©¬«®­°¯ ±²¨ª©¬«¬­³±°´¶µ¬·¹¸»º»­»¼¶µ¬½¹­³±¾¼ªµ®¼¶¿¹µ¬ºª«¶±¾¼ªµ®¼¶¿¹µ¬º [Proj ½¶À¬­ÂÁ®«¬¸¹¨»¸»º»Ã¶Ä»À¬´¶µ¶Å ]
Policy 2}4~Æ������Ç�È��1É�Ê	Ë���Ì	Í��4������Î�Ï�¢�Ð1Ñ�Ò�£�¤�1�

/list/department/members/member[jobcode<2]��� �������	£�¤¥�¦ §1¦
SQ Apply ¨ª©¬«®­°¯ ±²¨ª©¬«¬­³±°´¶µ¬·¹¸»º»­»¼¶µ¬½¹­³±¾¼ªµ®¼¶¿¹µ¬ºª« [Mask ¼¶µ¬¼¹¿¹µ»º¾Ó Ô»À¬¿ªÄ¬À»´¹µÂÕ×Ö¹Ø ]
Policy 3}4~��1�������4É�������������Ù	Ú	��Û�Ü�Ý�Þ������ß��àá�â É1ã�ä�å@æ â�ç1è £êé�£�¤�1�

/list/department/members/member/salarycode��� �1������ 	¡¥�¦ ë�¥ì�í
encript(/list/department/

members/member/salarycode)
SQ Apply ¨ª©¬«®­°¯ ±²¨ª©¬«¬­³±°´¶µ¬·¹¸»º»­»¼¶µ¬½¹­³±¾¼ªµ®¼¶¿¹µ¬ºª«¶±¾¼ªµ®¼¶¿¹µ¬º [Enc «»¸»¨¹¸¬º»ÃªÄ¬À»´¹µ ]
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Fig. 6 Pushing down Apply.
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(1) path1 = e1/e2/.../ek/path2�
xml frag = <e1><e2>...<ek>

$y</ek>...</e2></e1>

Á 7 Apply-Proj ê	½(¾
Fig. 7 Exchange of Apply-Proj.

(1) $y = <e0>$x</e0>

Á 8 Apply-Unnest ê:½,¾
Fig. 8 Exchange of Apply-Unnest.

(1) � � ¥
Á 9 Apply-Union ê:½,¾

Fig. 9 Exchange of Apply-Union.

(1) cond: $x
�����4¢�£�¤�

cond: $x=$y
�
op ��� enc, sign �

(2) cond: $x=$y
�
op ��� proj, mask, enc, sign �

Á 10 Apply-Join ê,½:¾
Fig. 10 Exchange of Apply-Join.

(1) cond: $x
�����4¢�£�¤�

cond: $x � ú��� c
��!�"�

op ��� enc, sign �
( #%$ ÷�&	É op

ý	þ('
c’ � !�" )

(2) cond: $x
�*),+ê�-!%"�

op ��� proj, mask, enc, sign �
( #%$ ÷�&�É $u

��þ	¤�.�!%"
)

Á 11 Apply-Select ê:½,¾
Fig. 11 Exchange of Apply-Select.

(1) $x
�

$y
��/(0%1(2��	£�¤�

$x
�

$y
��/(0(1�2�

op ��� enc, sign �
(2) ( 3 ����É�4*5 )

$x
�

$y
��/�0%1%2�

op ��� proj, mask, enc, sign �
Á 12 Apply-GroupBy ê:½(¾

Fig. 12 Exchange of Apply-GroupBy.
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