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A Formalization of the Identifiability of
Secret Information by Inference Attacks on
XML Databases and a Proposal of an
Identifiability Verification Method under
Some Conditions
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Inference attacks mean that an attacker tries to infer
the execution result of a query unauthorized to the
attacker (i.e., secret information) from the execution
results of queries authorized to the attacker. In this
paper, we consider attacks such that the attacker
narrows the candidates for the secret information using
more than one authorized queries and their execution
results, and the possibility that the secret information
can be identified by the attacks. Then, a method of
verifying the identifiability by the inference attacks on
XML databases is proposed.
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