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Currently, a database-as-a-service (DAS) paradigm has
become popular where database administration tasks
are provided as a service. When outsourcing the
operation and administration of a gene database, it is
desirable that an gene array be protected from database
administrators while preserving the functionality of
similarity search, because the gene array may be an
unpublished gene that has an economic value. In this
paper, for string databases, we propose a method for
processing similarity search with hiding an original
string from database administrators. The proposed
method is implemented by the combination of g-gram, a
classical method for similar string search, and a fuzzy
matching method, called Fuzzy Vault, which is applied to
biometric authentication.
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Fig.1 An example of string search in a DAS model
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Fig.2 Similarity search in a DAS model
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Fig. 3 Aprocedure for enrollment and queries
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